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Implementing an Information Security Program

Kip Boyle

Use these terms and definitions below to understand concepts taught in the course.

Transcript Search: Note that you can search for terms directly within the course. To search video text,
switch to the Transcripts tab, then press Cmd/Ctrl + F on your keyboard to run a search within the active

transcript.
Term Definition
0to 10 scale | The range of security scores, from no security to too much security
annual . _— . .
rogram of A calendar-driven program to help you maximize your information
P security program’s effectiveness
work
cyber . ,
o How well a system is able to protect against cyber attacks
resilience
. The actions we take to reduce the security risks associated with being
cybersecurity
connected to the Internet
information Protecting information and information systems from unauthorized
security access, use, disclosure, disruption, modification, or destruction
measurement o L
f How often an organization measures security risks
requency
A guide an organization creates for security experts to explain how
score key well any given control is actually performed based on the 0 to 10
scale
How well an organization needs to be able to perform certain controls
target score . Y . .
in order to meet its information security goals
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